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Topics

-What is a keylogger

-Our focus: Software Based Keylogger

-Kernel based

-API based

-Detecting keyloggers



what is a 
keylogger

a computer program that records every keystroke made by a 
computer user, especially in order to gain fraudulent access to 

passwords and other confidential information



Hardware based Software based

● Keyloggers are not per se malicious.
● Your apps need to access Keyboard I/O too.
● It is malware when you’re not aware of it, 

and if it is deployed with malintent.



Software Keyloggers

– Hypervisor Based

– Kernel Based

– API Based

– Various Script Injections in 
Userland 
→https://github.com/cyc0rpion/micKeyDetector,https://github.com/kernc/logkeys 

countless others, especially Pyhthon API Based Keystroke loggers on Github.

Kernel Based:

● Logger obtains root access and 
hides in OS

● Intercepts Keystrokes passing 
through the Kernel

https://github.com/cyc0rpion/micKeyDetector


How do you detect a keylogger?
Aren’t I/O Ops ubiquitous and plentiful?



Detection

● Just wade through processes…
● Use list of known loggers → ok I’ll just 

rename mine, thanks
● Signature Based
● Behavioural Analysis
● Main problem: what is good I/O reading 

behaviour, what not?

That’s a 
lot of 
processes



/*TODOs*/

who is 
reading 

/dev/input
/*?

Find processes 
involved in 
reading from I/O 
and display them 

Env: 
Fedora 37, 
Gnome, 
Wayland

Unclear: Is 
this a 
Kernel 

Module or 
user App?

Analyze 
existing 
keyloggers: 
what 
APIs/System
calls are 
done?
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Questions ?


